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SOLUTIONS FOR THE TARGETED 

VIOLENCE THREAT

PROACTIVE PREPARATION 

TO MANAGE THE UNTHINKABLE
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Takeaways Today

Recognition
understand the Targeted Violence 
threat

Prevention
recognize, report, intervene, 
mitigate

Preparedness
Build and implement TWO plans

1. Security Plan

2. Emergency Response Plan
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Make Two Plans

Security Plans:

▪Identify threats and 
vulnerabilities

▪Assess Risk

▪Outline a strategy for 
using layers of security 

▪Exercise the Plan

Emergency Plans:

▪Receive alerts and 
warnings

▪Find Shelter

▪Carry Out Evacuation

▪Communicate with Staff

▪Have First Aid

▪Assign Courses of Action

▪Exercise the Plan
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Preparedness Planning

Shootings seem unpredictable, 

but prevention does not require 

prediction.
- Dr. Dewey Cornell

Comprehensive School Threat Assessment Guidelines (CSTAG)



Active Shooter Preparedness Plan

A plan will typically address five areas:

• Prevention

• Protection

• Mitigation

• Response

• Recovery
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Presentation Overview
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Active Shooter
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Active Shooter Timeline
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Incident Location Categories

A study of 305 Active Shooter Incidents in the U.S. 

between 2000 and 2019

FBI Law Enforcement Bulletin. Active Shooter Events from 2000 to 2013, Active Shooter 

Incidents in the United States in 2014 and 2015, 2016 and 2017, 2018, 2019



Mass Shootings 2020-21
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2019
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2018
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2017…
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2017
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Utah Incidents
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2020 – Salt Lake City

Suspect pleads guilty 

for providing IED advice 

and  potential targets 

intel to international 

terrorists (undercover 

agents)



BMM Tied to Planned Attack
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2020 – South Jordan

Suspect initiates gunfire 

standoff from his 

residence.  Large cache 

of bomb making 

materials found inside 

and detonated on site.

Investigators determine 

suspect was planning a 

targeted attack.



2019
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2019 – Providence

Bombmaking in garage 

sends suspect to hospital.

Children in adjacent room 

avoid injury



Logan-based Biological Attack
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2018 – Logan

Suspect charged 

for mailing Ricin to 

numerous officials, 

including 

President Trump.



Schools – Mass Gathering Venues
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2018 - St George

16-year-old suspect attempts to detonate IED in 

Pineview High School cafeteria

Long history of emotional and physical bullying 

disclosed.

2017 – Orem

16-year-old suspect stabs five classmates and 

then himself.  “Straight A” student with no prior 

indicators.
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Active Shooter Trends



Soft Targets – Crowded Places
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• County Fairs

• Parks - Harvest 

Festivals, Football  

& Soccer)

• Schools

• Sports stadiums

• Seats of 

Government

• Other Public 

Facilities



Common Public Venue Vulnerabilities
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• Open Access

• Easy ingress but 

limited egress

• Limited security 

staff

• Concealed areas

• Unsecured 

perimeters

• Untrained staff & 

volunteers
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Where To Start - POETEE

The Preparedness 

Cycle is ongoing



Presentation Overview
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Plan Development Steps
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Form the Planning Team

Include internal and external partners:

▪ Operations Managers

▪ Human Resources or Personnel

▪ Risk, Security, and Safety Directors

▪ General Counsel

▪ Maintenance or Facilities Director

▪ Law Enforcement, Fire, and EMS

▪ Landlord and Neighboring Tenants 

or Businesses

An effective team includes:
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Step 2 in the Planning Process
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Risk Analysis as a Planning Tool

Risk = potential for an unwanted outcome from an incident 

R = V x T x C

Assessing risk will help you:

▪ Understand your situation

▪ Prioritize actions

▪ Identify and compare options

▪ Allocate resources



Non-Disaster Grant Funding
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FEMA provides funds to Utah to enhance local 

capabilities for dealing with terrorism, WMD, CBRNE, 

and cyber-based threats

• $4.2M State Homeland Security Program

• $4.7M Emergency Management Performance Grant

• $1.4M Non-Profit Security Grant

• Flood Mitigation Assistance

• Pre-Disaster Mitigation
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Infrastructure Survey Tool - IST

Day-long assessment focuses on

• Physical Security

• Overall resilience to disruption

• Identifies security gaps

• Provides options for closing gaps

• Provides interactive dashboard to plan and track 

improvements

• Encourages engagement and buy-in
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IST Data Catagories

• Information sharing

• First responder relationships

• Protective measures

• Security management

• Security assets

• Security force

• Building envelope

• Vehicle access control

• Parking areas

• Delivery/loading areas

• Intrusion Detection Systems 

(IDS)

• CCTV surveillance

• Access controls

• Illumination

• Cybersecurity

• Physical/cyber nexus

• Dependencies (utilities)
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Security At First Entry - SAFE

Two-hour assessment focuses on

• Information Sharing

• Communication         

• Plans

• Physical Security

• Security Systems
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Step 3 in the Planning Process
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Establish Goals and Objectives

Goal: Broad statement directing personnel and resources on what 

they should achieve

Objective: Determining the actions participants must take in order 

to achieve those goals
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Step 4 in the Planning Process
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Essential Courses of Action
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Establish Goals and Objectives

Goal:  Conduct immediate messaging or notification by all 

methods, including texting and computer pop-up notification. 

Objective:  Immediately initiate emergency notification 

including Run-Hide-Fight message via all available mediums, 

such as telephone, pager, email, SMS, public announcements 

systems, desktop/website banners, social media, etc. 

Resource: Accessible notification software, public address 

system, captioning, outgoing texting through emergency 

notification in the area. New technologies being developed 

that may be applicable.
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Step 5 in the Planning Process
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Drafting & Reviewing the Plan

Best writing practices
▪ Use simple language 

▪ Use short, active voice sentences

▪ Give enough detail to convey easily 

understood, actionable guidance

▪ Focus on mission guidance

▪ Plan review criteria

▪ Adequacy

▪ Feasibility

▪ Acceptability

▪ Completeness

▪ Compliancy
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Emergency Action Plan Resources

Whether drafting a first plan or refining an existing plan, CISA has developed the 

following resources to get you started:

The Active Shooter Emergency Plan Guide is a virtual learning tool 

that helps organizations take the first steps toward building an EAP.

cisa.gov/sites/default/files/publications/active-shooter-emergency-

action-plan-112017-508v2.pdf

The Active Shooter Emergency Action Plan Template is a fillable 

form to document the organization’s EAP.

cisa.gov/sites/default/files/publications/active-shooter-emergency-

action-plan-template-112017-508.pdf

The Active Shooter Emergency Action Plan Video uses first-hand 

perspectives of those who have survived incidents to inform and 

guide developers of EAPs.

cisa.gov/active-shooter-emergency-action-plan-video

https://www.cisa.gov/sites/default/files/publications/active-shooter-emergency-action-plan-112017-508v2.pdf
https://www.cisa.gov/sites/default/files/publications/active-shooter-emergency-action-plan-template-112017-508.pdf
https://www.cisa.gov/active-shooter-emergency-action-plan-video
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Step 6 in the Planning Process



Additional Planning Resources
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cisa.gov/securing-public-gatherings
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First Preventers

▪ Prevent targeted violence

▪ Train employees to 

recognize behaviors on the 

pathway to violence.

▪ Instill a positive culture for 

reporting.

▪ Develop intervention 

capabilities.



Workplace Violence and Categories
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Violent acts by criminals who have no other 

connection with the workplace but enter to commit 

robbery or another crime.

Violence directed at employees by customers, 

clients, patients, students, inmates, or any others 

for whom an organization provides services.

Violence against coworkers, supervisors, or 

managers by a present or former employee.

Violence committed in the workplace by someone 

who doesn’t work there, but has a personal 

relationship with an employee—an abusive spouse 

or domestic partner.
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Pathway to Violence
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Video: Pathway to Violence
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Behavioral Change Initiators
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Behavioral Indicators

Speech
▪ Expression of 

suicidal tendencies

▪ Talking about 

previous violent 

incidents

▪ Unsolicited focus on 

dangerous weapons

▪ Paranoid thinking

▪ Overreaction to 

workplace changes
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Behavioral Indicators

Feelings
▪ Depression or 

withdrawal

▪ Unstable, emotional 

responses

▪ Feeling either 

arrogant and 

supreme or 

powerless

▪ Intense anger or 

hostility
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Behavioral Indicators

Behaviors
▪ Increased use of 

alcohol or drugs

▪ Violations of 

company policies

▪ Increased 

absenteeism

▪ Exploiting or 

blaming others
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Threat Assessment

Identify behaviors to enable early intervention

Notice an increase in intensity or “red flags”

Threat Assessment Teams conduct evaluations

Ongoing outreach and engagement
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Threat Management Team

▪ Your team should align to company culture, 

structure, business, and characteristics

▪ Ensure a multi-disciplinary approach

▪ The “truth is out there” and can be 

ascertained through inclusion and before a 

totality assessment
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Intervention

▪ Take no action

▪ Watch and wait

▪ Employee Assistance Program 

referral

▪ Drug and alcohol testing

▪ Performance assessment

▪ Medical attention or counseling

▪ Third party monitoring

▪ Interview with supervisor and 

coworkers

▪ Direct interview

▪ Monitoring and investigating –

employee records, social media, 

computer/network activity

▪ Physical/information security 

measures

▪ Violence risk assessment

▪ Target risk reduction

▪ Administrative actions –

disciplinary leave, reassignment, 

safe termination

▪ Law enforcement involvement

▪ Legal actions (civil or criminal)



Threat Management Teams
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Viable strategies to 

reduce targeted 

violence

• Identify

• Assess

• Manage

Prevention is not a 

passive process
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First Preventers

▪ See Something / Say 

Something

▪ Train employees to recognize 

behaviors on the pathway to 

violence.

▪ Instill a positive culture for 

reporting.

▪ Develop intervention 

capabilities.
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First Preventers

▪ React to a bomb threat in an 

orderly and controlled manner

▪ Pre-threat preparation

▪ Threat assessment 

considerations

▪ Staff response guidelines

▪ Evacuation and shelter-in-place 

considerations
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Mitigation - Layered Security

▪ Deter

▪ Detect

▪ Delay

▪ Defend

Make investments that 

improve security over 

time



62

Mitigation Considerations

Assessment of risk 

and vulnerabilities

Identifying best 

practices for active 

shooter mitigation

Implementing steps 

to mitigate
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Mitigation Actions

Establish
Identify-Assess

-Manage Processes

Procedures
Practice immediate 

action drills

Plan
Designate

shelter locations

Training
Mandatory

Run–Hide–Fight

training

Systems
Access control,

video monitoring 

system

Coordination
Integrate with 

responder agencies
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Mitigation - Notification
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Notification Considerations

Effective Communication Platforms

▪ IMMEDIATE, clear, concise messaging, 

plain language

▪ Credible sender, targeted audience

▪ Include disability communications

Redundant methods

▪ Internal alerts

▪ Responder notification

▪ External warnings
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Evacuate? Lockdown? SIP?

Standard Response Protocol
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OHNO – The Power of Hello

Alert employees can spot suspicious activity and report it.

Observe - Initiate a Hello

Navigate the Risk - Obtain Help
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Protective Measures

Protection

▪ Evaluate security options 

appropriate for the occupancy 

▪ Consider how building design 

affects planning

▪ Determine the policies and 

procedures necessary to 

secure the organization and its 

stakeholders against an active 

shooter
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Security Measures
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Protection & Security

▪ Incidents occur at both secured and open 

facilities.

▪ Physical security alone does not provide 

protection.

▪ Camera systems may not deter active 

shooters.

▪ Physical security needs to be paired with 

appropriate policies and procedures.

▪ Armed (vs. unarmed) guards are present.

▪ Building design plays a role in response to 

an incident.
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Incident Response Times
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Video: Options for Consideration
U//FOUO
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Stop the Bleed 

From Bystander to Immediate Responder

The person next to a bleeding victim may be the one 

most likely to save them

dhs.gov/stopthebleed

stopthebleed.org
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Law Enforcement Priorities
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First Officers on the Scene

▪ Sole focus is to go 

directly to the threat and 

eliminate it

▪ May be composed of 

multiple agencies

▪ Will be chaotic

▪ Obey all commands 

without delay
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Recovery

Short-Term

Address immediate needs

▪ Tend to health and safety

▪ Establish a hotline

▪ Enable immediate crisis 

support

▪ Establish reunification with 

families, communities

▪ First 120 days

Long-Term

Restoration

▪ Provide grief counseling 

▪ Resume operations 

▪ Establish memorials

▪ Maintain scam and fraud 

awareness

▪ Months to years
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Coordinated Public Information
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Recovery References

▪ Mass Fatality Incident Family Assistance 

Operations

▪ Active Shooter Healthcare Facility 

Emergency Operations

▪ Responding to Victims of Mass Crimes

▪ UCLA – Responding to a Crisis at 

School

▪ “I Love U Guys” Foundation –

Reunification

▪ National Disaster Recovery Framework
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Preparedness Cycle

The Preparedness 

Cycle is ongoing



82

Preparedness Plan Development 
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Training Materials

Independent study courses:

▪ IS 906: Workplace Security Awareness

▪ IS 907: Active Shooter: What You Can Do

▪ IS 914: Surveillance Awareness: What You Can Do

▪ IS 915: Protecting Critical Infrastructure Against 

Insider Threat

https://training.fema.gov/emi.aspx
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Training Delivery

Use a variety of training avenues

New employee 

orientation 

“All Hands” 

meetings 
Conferences and 

workshops

Newsletters and 

internal broadcasts

Online 

courses

Include part-time 

employees and 

volunteers
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Progressive Approach
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The Way Ahead



87

Next Active Shooter Workshop (virtual)

September 15, 2021  10:00 a.m.

Who Should Participate?

Anyone with a role in planning for, or managing 

an active shooter incident

 Private and public organizations 

 Corporate and facility managers & security staff 

 Human resource managers 

 Community response officials 

 Health organizations 

 Faith-based leaders 

 School administrators and security officers 



• Virtual 2-hour webinars

• On-site training

• Site Assist Visit (SAV)

• Assessments

• Other resources
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Active Shooter Preparedness 



Cybersecurity
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Cyber  

Protection



• Back up data

• Patch Tuesday

• Assessments

• Segmentation of network

• Test incident response plan

• Subscribe to information streams

• Train employees – social engineering - reporting
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Cybersecurity Minimums



Matt Beaudry

May 27, 2021
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For more information:

cisa.gov

Questions?

Matt Beaudry– PSA, Utah

matthew.beaudry@cisa.dhs.gov

Phone: 801-837-8314


